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1. OBIIAA XAPAKTEPHCTHKA PABOYEH ITPOTPAMMBI»
IIPOOECCHOHAJTIBHOIO MOAYJIA
«lIM.02 OPTAHH3AIIHA CETEBOIO'AIMUHHUCTPHPOBAHHUA OITEPAIIHOHHbBIX. CUCTEM»

L.1. Ilenv u nnanupyemoie pe3y1omamsl 0C60CHUSI RPOPECCUOHATLHO20 MOOYS

B pesyasrare uszyueHust npodheCCHOHAIBHOTO MOAYIISE CTYACHT JOKCH OCBOUTh OCHOBHOH BH/| ACATCIIBHOCTH
OpFaHI/ISaLII/IH CCTCBOTO AAMUHHUCTPUPOBAHUA )58 COOTBCTCTBYIOIIIUC My O6H.[I/IC KOMIICTCHITHH,
PO CCHOHATBHBIC KOMITCTE HIIHH:

1.1.1. TlepedeHb OOLIMX KOMITETEHIIHIA

Kon HaumeHnoBanue 00X KOMIIETEHIIUH

OK 01 Bribupars crocoObl pemenns 3a1ad npodecCHnoHaNbHON NesITENbHOCTH NMPUMEHUTEIBbHO
K Pa3JINYHBIM KOHTEKCTaM

Hcnonp30BaTh COBPEMEHHBIE CPENICTBA TIOMCKA, aHAJIM3a  UHTEPIIPETALH WHPOPMALIHH,
OK 02 |u wuHpOpPMALMOHHBIE TEXHOJOTMH [UIA BBINOJHEHUS 3amad NpodecCHOHANIBbHOM
JEATEIbHOCTH

IInanupoBaTh ¥ peanu3OBbIBaTH COOCTBEHHOE NPOQPECCHOHANPHOE M JIMYHOCTHOE
pa3BUTHE, MPEANPUHUMATENBCKYIO ESTeNbHOCTE B  MpodecCHOHANBbHOW  cdepe,
UCTIOJB30BATh 3HAHHUSI IO MPaBOBOH M (UHAHCOBOW TIPAMOTHOCTH B Pa3IMYHBIX
JKU3HCHHBIX CUTYyaAlUIX.

OK 03

OK 04 .
O} dexTUBHO B3aUMOAEHCTBOBATh M padOTaTh B KOJJICKTHBE U KOMAHIIe

OCYH_IGCTB.]'IﬂTb YCTHYHO U MHUCBMEHHYHO KOMMYHUKALIUMKO Ha TrOCyaAapCTBEHHOM SA3bIKE
OK 05 | Poccuiickoii ®enepaumy ¢ yd4e€TOM OCOOCHHOCTEH COIMAIBHOTO W KYJBTYPHOTO
KOHTCKCTa

[IposiBasiTE Tpa’kAaHCKO-MATPUOTUYECKYIO MO3ULMIO, JEMOHCTPHUPOBATH OCO3HAHHOE
MOBE/IEHUE HA OCHOBE TPAJAMLIMOHHBIX POCCUICKUX AYXOBHO-HPAaBCTBEHHBIX LIEHHOCTEH,
B TOM UYHCJIE€ C Yy4Y€TOM TapMOHM3ALUH MEXKHALMOHAIBHBIX W MEXPEIUTHO3HBIX
OTHOUIEHUH, IPUMEHSATh CTAaHAAPThl aHTUKOPPYNLIMOHHOTO NTOBEICHUS

OK 06

CopelicTBOBAaTh COXPAHEHHIO OKPYJKAIOIIEH Cpenbl, pecypcocOepekeHHI0, MPUMEHSTh
OK 07 | 3HaHus 00 W3MEHEHHWH KJIMMATa, MPUHIMITBI OEPEKIUBOrO MPOU3BOACTBA, d(h(eKkTHBHO
J€HCTBOBATH B UPE3BbIYANHBIX CUTYALUsAX

Ucnonp3oBarh cpencrsa (U3MUECKOW KyJNBTYPBI JIsI COXPAHEHHs] WU YKPEIUICHUs
OK 08 | 3mopoBbs B mpouecce mpodecCHOHANBHON NEATENbHOCTH U MOAAEPIKAHUS HEOOXOAUMOTO
yYPOBHS (PM3UYECKON MOITOTOBJICHHOCTH

IMonp3oBarbest  MpodecCHOHANBHON  MOKYMEHTalMel Ha  TOCYJapCTBEHHOM U
HHOCTPAHHOM s3bIKaxX

OK 09

1.1.2. Tlepedenb mpodhecCHOHANBHBIX KOMIETSHIIHIA

Kon HanmeHnoBaHue BUOB AEATENBHOCTH U MPO(PECCHOHANTBHBIX KOMITETEHLIUI

Bl 1 Oprasuzanus ceTeBoro aAMHHHCTPHPOBAHHS ONEPALHOHHBIX CHCTEM

IIK 2.1 [IpuHUMATE MEPBI IO YCTPAHEHHIO COOEB B OMEPALIMOHHBIX CUCTEMAX

IIK 2.2 AMUHUCTPUPOBATH CETEBBIE PECYPCHI B ONEPALIMOHHBIX CUCTEMAaxX

IIK 2.3 OcymecTBiATh cOOp AAHHBIX IS AaHAIHM3a UCTIOIB30BAHUS U (DYHKIIHOHUPOBAHUS
IPOrPAMMHO-TEXHUYECKHUX CPEACTB KOMIBIOTEPHBIX CETEH

IIK 2.4 Ocy1ecTBiATh MpOBeNeHNEe OOHOBJICHHUS IPOTPAMMHOTO 00eCTIeYeHNUs
OTEPALIMOHHBIX CHCTEM M MPHUKJIATHOTO MPOrPAMMHOr0 00eCTIeYeHUs

IIK 2.5 Ocy1uecTBsATh BbIIBJIEHUE U yCTPaHEHHE UHLIUJEHTOB B ITpoLiecce
(YHKIIMOHMPOBAHUS ONIEPALMOHHBIX CUCTEM




1.1.3. B peaynprare ocBocHHUS MPOEeCCHOHATBHOTO MOAY IS CTYACHT JOKCH:

Bnanerp HaBbIKaMu

- BOCCTAHOBJICHMsI [apaMeTpoB IpU  IOMOIIU  CEPBEPOB
apXUBHUPOBAHMUsSI M CPEACTB VYIPABIEHUS ClELHUATH3UPOBAHHBIX
OIIEPALIIOHHBIX CUCTEM CETEBOTr0 000PYAOBAHMS,

- 3alycKka, MOHUTOPHUHIA U KOHTPOJ MpPOLEAYpbl YCTAHOBKU
NPUKJIAJHOTO  MPOTPAMMHOrO  O0ecrnedeHHss Ha  KOHEYHBIX
yCTPOHCTBAX MOJIB30BATENEH H/IITN CEPBEPHOM O0OPYIOBAHUY,

- BBIMOJHEHMs]  PE3EePBHOIO  KOMMPOBAHUS  IPOrPaMMHOI0
oOecriedeHns] TEXHUYECKUX CPENCTB, IMONAaNarolux B 00JacTh
MOTEHIMAJIBHOTO IOMEHA BOSHUKHOBEHHSI COO;

- BBIOJIHEHUs]  OOHOBJEHUST  MPOTPAMMHOrO  OOeCTeUeHHs
TEXHUYECKUX CPEICTB COrNIACHO MHCTPYKLIMUH;

- COTIOCTaBJIEHHNE aBAPUHHON HHPOPMALIUU OT PA3THUHBIX
yCTPOHCTB HHYOPMALTHOHHO-KOMMYHHKAIIMOHHOH CUCTEMBI,
JIOKanu3alusi OTKA30B B CETEBBIX YCTPONCTBAX U OMNEPALMOHHBIX
CUCTEMaXx,

- BBUSIBJICHUS] M OTIpenesieHus] cCOOEB M OTKA30B CETEBBIX YCTPOMCTB,
U OTIEePALIMOHHBIX CUCTEM;

- YCTpaHEHUs MOCIEACTBUN COOEB U OTKA30B CETEBBIX YCTPOWMCTB U
OINEepPaLMOHHBIX CUCTEM

VYMmern

- UACHTU(UIIMPOBATh I  OLIEHUBATb  CTENEHb  KPUTHYHOCTH
UHIMJIEHTOB, BO3HUKAIOIIMX TPH  yCTaHOBKeE U  paboTte
NPOrPaMMHOIO  OOeCredyeHus, W NPUHUMATh pELIeHHe [0
U3MEHEHHIO MPOLIEyPhl YCTAHOBKH;

- UCTIOJIB30BaTh COBPEMEHHBIC METOABI KOHTPOJIS
MPON3BOAUTENLHOCTH UH(POPMALMOHHO-KOMMYHHUKALIMOHHOM
CHCTEM,

- JIOKaJM30BaTh OTKAa3 W HMHHULUUPOBATH KOPPEKTHPYIOLINE
JIeHCTBUS,

- paboTaTh ¢ cepBepaMu apXUBUPOBAHUS U CPEACTBAMH YITPABICHHS
OTEPALIMOHHBIX CHCTEM,

- TIONB30BATbCS HOPMATHBHO-TEXHHUECKOW JOKYMEHTalHuel B
o0sactu MHPOKOMMYHUKALIMOHHBIX TEXHOJIOTH;

- HCIIOJb30BATh PA3JIMYHBIE CPENCTBA M PEKUMBI YCTAHOBKH H
OOHOBJIEHHsSI ~ MPOTPaMMHOrO  olecrmeueHuss HMH(POPMALIHOHHO-
KOMMYHHKAIIHOHHOH CHCTEMBI, B TOM YHCJIE aBTOMAaTHUECKHE,

- BBINOJHITH  IUIAHOBOE  APXMBHPOBAHHE  MPOTPAMMHOIO
o0ecreueHHs MOJb30BATEIbCKIX YCTPOMCTB COMJIACHO rpaduKy

3HaTe

- TpUHUUNB (YHKIMOHUPOBAHUS AMMapaTHBIX, MPOTPAMMHBIX H
NPOTrPaMMHO-AIIAPaTHBIX CPEACTB AAMUHUCTPUPYEMOH CETH;

- apPXUTEKTYpbl AaNMapaTHbIX, NPOTPAMMHBIX M IPOrPaMMHO-
amnmapaTHbIX  CPEACTB  AJAMUHUCTPUPYEMOH  HMH(OPMAILIMOHHO-
KOMMYHHKAIIHOHHOH CHCTEMBI,

- TUIEH3UOHHbIE TPeOOBAHUS IO HACTPOHKE YCTAHABIMBAEMOTO
MPOrPaMMHOTO OOeCTIeueHus;

- THIIOBBIE NMPUYMHBI MHLUUACHTOB, BO3HUKAIOLINX MPU yCTAHOBKE
MPOrPaMMHOTO O0eCTIeUeHuS,

- THIIOBBIE MPOLENYpPbl U CTAHAAPTHI OOHOBJICHUS MPOrPAMMHOIO
o0ecrieueHnst TEXHUYECKUX CPEIICTB,

- JHMLOEH3WOHHblE TpeOOBaHMS TO HACTpoiike OOHOBISIEMOTO
MPOrPaMMHOTO O0eCTIeUeHuS,

- perIaMeHThl IPOBENEHHsI MPOPIIAKTUIECKHX paboT Ha




AAMUHUCTPUPYEMON UH(POPMALMOHHO-KOMMYHHUKALIMOHHOM
CUCTEME;
- TpeOOBaHUsI OXpaHbl TPyda MpU padoTe C CEeTEeBOH ammaparypoi
AAMUHUCTPUPYEMON UH(POPMALMOHHO-KOMMYHHUKALIMOHHOM
CUCTCMBI

1.2. Konu4yecTBo 4acoB, 0TBOAHMOE HA 0CBOEHHE NMPO(eCCHOHATIBLHOI0 MOAYJIsI
Becerouwacos 796y
M3 anx Ha ocBocane MJIK. 02.01 2104

Ha ocsoerne MJK. 02.02 136 0

Ha ocsoerre MJIK. 02.03 1204

HAa MPAKTHKU, B TOM YHCIE YICOHYI0 7249 W NPOU3BOACTBCHHYIO 252y

3K3aMCH IO MOIYITIO — 61




2. Crpykrypa u coaepxkanue npod)eCCHOHAILHOT0 MOYJIsA
2.1. Crpykrypa npodeccnonanbuoro moayast «[IM.02 OPITAHUAIIHA CETEBOI O AJIMUHUCTPUPOBAHUA OITEPAITHOHHBIX CHCTEM)

O06peM TpoecCHOHANTPHOTO MOYJIA, 1ac.

Kozast HammeHoBaHMS CyMMapHBIi Obyuenue no MJIK Lipaxmuxu Hpomexyrounas
npo(heCCHOHATBHBIX pasaenos 00BeM JTaBopaTopHbIx TIpon3BOACTBEHHAA | o rrecTamms CaMOCTOSTE IbHASL
o6mmx IPO(ECCHOHAMLHOTO | HATPY3KH, | Beero u Kypeosbix | v/ o g (ecnu paboTa
KOMIECTCHITHH MOy A yac. TPAKTHHUECKHX pabor npeoycmompena
. (TIpoeKTOB) ipacepedomodentas
3aHATHI
npakmuxa)
1 2 3 4 5 6 7 8 9 10
OK 01-09 MJK 02.01
IK21-24 AIMHHACTPHUPOBAHUC
CETEBBIX 210 200 100 10
OTCPALHOHHBIX
CHCTEM
OK 01-09 MJK 02.02 136 130 30
[IK2.1-24 [TporpammuOE 6
obecnieycHue
KOMIIBIOTCPHBIX CETCH
OK 01-09 MJK 02.03 120 110 50 10
[K2.1-24 Opranuszauus
aAMHHHCTPHPOBAHHS
KOMITBIOTEPHBIX
CHCTEM
[IK2.1-24 YueOHas mpakTHKa 72 72
OK 01-09
[IK2.1-24 IIpousBoacTBeHHAA 252 252
UK 01-09 MPAKTHKA
OK3aMeH 0 MOy JIFO 6 6
Bcezo: 796 440 180 | X 72 252 12 20




2.2. TemaTHueckHii IIIaH U coaeprkaHue npogeccHoHaTbHOro moayas «[IM.02 OPTAHUH3AIIHA CETEBOI O AJIMHHHCTPUPOBAHHU A

HaumeHnoBaHue pasaesios u
TeM Npo(ecCHOHATBHOI 0

Coaeprranue yueGHOro MmaTepuaJa,

O0630p rpymmoBoii momutuku. O6paboTka rpyHmoBBIX MOMHTHK. [IpuMEHEHHE UEHTPATHM30BAHHOTO
XPaHIIUINA A TMHHACTPATHBHBIX MTAOTOHOB

O0bém B
moayas (IIM), JaGopaTopHble padoThl H MPAKTHYECKHE 3aHSITHS, CAMOCTOSAITE/IbHAs yyeOHast padoTa 00y4armmxcs,
MEKIHCHHILTHHAP HBIX KypcoBasi padora (IpoeKT) (eciu npedycmMompenl) Hacax
kypcos (M/IK)
1 2 3
MJIK.02.01. AAMHHHCTPHPOBAHHE CETEBbIX ONMEPALHOHHBIX CHCTEM 210
Tema 1.1 Ycranoeka u Cooepircanue 39
Hactpoiika Windows Server | 1 PaszBepthiBanne u ynpasaenue Windows Server 2012 R2 4
2012 R2 0630p Windows Server 2012R2. Vcranoeka Windows Server 2012R2. Hacrpoiika Windows Server
2012R2 nmocne ycranosku. O630p 3axau no ynpasiacHuo Windows Server 2012R2. Beenenne B Windows
PowerShell
2 Beeaenue B nomennbie cepuchbl Cay:xoni Karanora 3
Beeaenue 8 AD DS. O630p vk KOHTpOIEpa AOMEHA. Y CTAHOBKA KOHTPOJLICPA JOMCHA
3 YnpasieHue 00beKTaMu JoMeHHBbIX cJ1yk0 Cay:x0b1 Katanora 3
VYmpaBiacHHE VYETHBIMH 3allUCAMH MOJb30BaTCICH. YMpPaBICHHUE TPYIIAMH. YTPABICHHUC VUCTHBIMH
3aImUCsIMH KOMIBIOTEpoB. JleerupoBanue aAMAHUCTPATUBHBIX 33124
4 ABTOMATH3ALHA AAMHHHUCTPHPOBAHHUS AOMEHHBIX C1yxk0 Cay:xob1 Katanora 4
Hcnonb3oBanue cpeacTB KOMaHAHOH cTpoku 1ist aavunuctpuposanus AD DS. Ucnonas3zosanue Windows
PowerShell ans  agmumuctpuposanuns AD DS. TlpousBencHHE MHOMXKECTBEHHBIX —ONEPalldi €
ncnonp3oBanueM Windows PowerShell.
5 IMpumenenue nporoxona DHCP 3
VYcranoska poau DHCP cepsep. Hacrpoiika DHCP oGnacreii. Ympasneuue 6azoit ganusix DHCP. 3amura
u moHuropuar DHCP
6 Hpumenenne DNS 4
Ipouecc pasperncnus umeH B Windows. Ycranoska cepsepa DNS. Ymopasnenue sonamu DNS
7 IIpumeHeHHE JIOKATBHOI0 XPAHHJIHINA JAHHBIX 3
O030p METOJOB XpaHCHUS AAHHBIX. YIPaBICHHEC JUCKAMH W ToMamH. MCToONb30BaHHEC TPOCTPAHCTB
XpaHCHHSI
8 Ipumenenne aiinopoii ciryk0b1 H CTYKRObI NEYATH 4
3amura (aiinoB W Mamok. 3JamuTa Mamnok CPeACTBAaMH TCHEBOro komuposaHus. Hactpoiika Paboumx
nanok. Hactpoiika cereBoit meyaTu
9 IIpumeHeHHe rpynnoBoii NOJHTHKH 4




10 | 3amwura cepeepoB Windows npuMeHeHHEeM 00bEKTOB IPYNNOBOi MOJHTHKH 3
O0630p OeczomacHocTn onepaunoHHBIX cHcreM Windows. Hactpoiika napamerpoB 6e30MacHOCTH.
Orpannucuue npukiaguoro I10. Hacrpotika 6panamayspa Windows ¢ pacinupeHHOM GS30MaCHOCTHIO
11 IIpumenenne cepepHoii BupTyanuzanuu ¢ Hyper-V 4
O0630p TexHonorud Bupryanmzauuu. [IpuvenenneHyper-V. YnpasicHue XpaHUIHINEM BHPTYaIbHBIX
MaIKH. Y IpaBICHUE BUPTYAJIbHBIMU CETIMHU
Tema Cooepacanue 39
1.2AAMUHHCTPHPOBaHHE 1 Hacrpoiika u ycTpaHeHHe HENMOIAAOK C1y0b1 DNS 3
Windows Server 2012 R2 Hacrpoiika cepeepnoii pou DNS. Hacrpoiika 3ou DNS. Hacrpoiika nepenaun 30as1 DNS. Yipasnenue

cayx0oii DNS u ycTpaHeHHE HEMOIAA0K

2 Hoaaep:xika xomeHubIx cayx0 Cay:xobr KaTanora 3
O630p AD DS. MHcnonp3oBaHHEe BHPTYAIM3HPOBAHHBIX KOHTPOICpOB JoMeHa. llpumeneHue
KOHTPOJLICPOB JAoMeHa ¢ gocrynom Toiapko Ha ureHue (RODC). Aagmunuctpuposanue AD DS.
Ynpasnenue 6azoi nanusix AD DS

3 YnpasJjieHHe NoJib30BATEIbCKUMH H CTY’Ke0HBIMH Y4eTHBIMH 3ANHCSIMH 3
Hacrpotika [omutuku naponeii u [loautuku Onoxuposku yuetHoi 3amucu. Hactpoiika Y npasnsemoit
CAyKeOHOH YUCTHOM 3aIUCH

4 Bueapenne uagpacTpykrypsl I pynnoBsix noIHTHK 3
O630p I'pynmosoii mnonutuku. Bueapenuwe w agmuuuctpuposanue ['pymmoBeix momurnk. OOnacTsb
JCHCTBUA U MOPsARoK o0paboTku ['pynmnoBeIX NOAUTHK. Y CTPaHEHHE HEMOIAI0K NPUMEHEeHHs [ pynmoBbIx
MOJIUTHK

5 YrnpagJ/ieHue NoJib30BaTEIbCKHM Pa00uHM CTOJI0M Yepe3 [ pynnoByro noauTuxky 3
[Tpumenenne AxvuHHCTpaTHBHBIX mabmoHoB. HacTpolika MpUMEHECHHS CKPHIITOB U NECPCHANPABICHHUS
nanok. Hacrpotika npexnourenuit B ['pyrnmoBoit nonutuke. YnpaBieHUE NPOrpaMMHEIM 0OECICUCHHEM
uepe3 I pynmoByro NomuTHKY

6 YcranoBka, HacTpoiika U ycTpaHeHHe HenoJsiagok posu Cepeep CereBoii NOJIHTHKH. 3
VYcranoBka u Hactpotika poiau Cepsep Ceresoii noautuku. Hactpotika kaueHtoB u cepsepo RADIUS.

MeToapl mpoBepKH MOATMHHOCTH cepBepa CeTeBoM MONMUTHKH. MOHHUTOPHHT U VCTPAHCHHE HEMOIAJ0K
poau Cepsep CeTeBOM MOJUTHKH

7 IIpumeHeHHe 3aIIMTHI JOCTYIIA K CETH 3
00630p zamurer goctyna Kk cetd (NAP). OGzop mpomecca OpuUMEHEHHS 3alUThl JOCTYNA K CCTH.
Hactpoiika NAP. Hacrtpoiixa npumenenuns NAP uepes mpunyautensneie IPSec B3amvonelcTBus.
MoHUTOpPHHT U ycTpaHeHue Henonazok NAP

8 Hcnonb3oBanue yiaaeHHOr 0 A0CTyNA 3

0030p TEXHOIOTHUH YAAJICHHOTO AOCTyna. BHeapenue texHogoruu DirectAccess ¢ mOMOIIbIO MacTepa
HaYaJbHOW HACTpoiku. BHeapenue u ynpaBicHHE pacmupeHHOW uHppacTpykrypoii DirectAccess.
Bueapenne VPN. Breapenne Web Application Proxy




9 Ontumusanus ¢aiiioBbIX CEpBHCOB 3
00630p mucnerucpa pecypcos (aiioBoro cepsepa — FSRM. Ucnmonbzosanne FSRM gans ynpasneHus
KBOTaMH, (alIOBBIM JKPAaHUPOBAHHEM M OTYCTAMH MO HCIONB30BaHUIO Xpanwmmma. [IpuveHenune
knaccuduranun Gainos u 3aaa4 mo ynpasicHuto daittamu. 0030p pacmpeaeicHHON hailyioBOH CHCTEMBI
DFS. Hacrpoiika nmenosanHoro mpoctpanctsa DFS. Hactpoiika n ycTpaHeHne HEMONagOK PerlTHKALMN
DFS

10 | HacTpoiika mingpoBaHHs H PACIIHPEHHOT0 AYAHTA 3
Iudposanue aucko ¢ ucnomp3osanuem BitLocker. [ludposanue ¢aitios ¢ ucmons3oBannem EFS.
Hacrpoiika pacmmpeHHOr0 ayauTa.

11 Pa3BepThiBaHHE H TOAAEPIKKA CEPBEPHBIX 00pa30B 3
0030p cayxObi pazBepteiBanus Windows. Ympasneuue oOpasamu. [lpumeHeHue pasBepThIBaHUS C
MOMOIIBIO cIyKOBI passepThiBanus Windows. :A IMHHUCTPUPOBAHHUE CIY>KOBI pazepTeianusd Windows.

12 | BHeapeHue ynpaBJieHHsI 00HOBJIEHHSIMH 3
0630p WSUS. PassepreiBanue 00HOBaCHHM ocpeacTeom WSUS

13 | Monutopunr Windows Server 2012 3
Cpencrea MonmtopuHra. McnmomezoBanne MOHHTOpa NPOHU3BOAUTEIBHOCTH. MOHHTOPHHI JKYPHAIOB
COOBITHIA.

B mom yucie npakmuueckux 3anamuil u 1abopamopHvix pabom 100

1 HacTpotika u ycrpanenue Henonaaok cayxOer DNS 6

2 IMoaxepxka:ADDS 6

3 Y IpaBiIcHUE MOIb30BATCIBCKAMH U CITYKEOHBIMH VUCTHBIMH 3aITUCIMU 6

4 Bureapenue undpactpyktypsl [ pynmmoBbIX HOTUTHK 6

5 VYmpagicHUE MOTb30BATCIBCKAM pabouuM CTOIOM 4epe3 [ pyImoByIo NOIUTHKY 6

6 VYcranoeka u Hactpoiika ponu Cepeep CeTeBON MONTUTHKH 6

7 IIprMmeneHne 3amuThl JOCTYTA K CETH 6

8 Buenpenue texnomoruu DirectAccess ¢ mMOMOIIBIO MAacTEPa HAYATBHOW HACTPOHKH 5

9 PaseeprteiBanpe paciupeHHol nHdpacTpykTypsl DirectAccess 6

10 | Bueapenne VPN 6
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11 | Bueapenne Web Application Proxy 6
12 | Hacrpoiika Ksot u daitnosoro sxpanuposanns 8 FSRM 6
13 | ITpumenenne DFS 5
14 | Hacrpoiika mudpoBaHus H pacIIUPEHHOTO ay IuTa 6
15 | Ucnone3oBanue ciyxObl passeproiBanug Windows ams passepteiBanus WindowsServer 2012 6
16 | BHeapenue ynpasBicHUs OOHOBICHHAMHI 6
17 | Monuropunr WindowsServer 2012 6
Tema 1.3. OcHoBbl Linux. Cooepacanue 22
1 BBeaenne 2
Beeaenne B mucummnny. 3Hakomcteo ¢ VMWare vSphere.
2 | Maiinosele cucrembl OC Linux 2
daitnossie cuctemsr OC Linux. Co3nanue v pa3MeTKa )KECTKOTO THCKA
3 | lHoaroroBka cepeepa OC Linux 2
BapuanTs ycranoeku. PesepBHoe konuposanue. Coznanne cHUMKOB. PazMeTka )KecTKOro AncKa.
4 | Hacrpoiika web-cepsepor B OC Linux 3
ITpotokon HTTP. Be6-cepeep Nginx. O0patHoe npokcuposanne B Nginx.
5 | Hacrpoiika cepsepa DNS B OC Linux 2
[Tpotokon DNS
6 | Hacrpoiika cepsepa DHCP B OC Linux 2
ITpotokon DHCP
7 | Hacrpoiika daiinosbix cepsepos B OC Linux 2
IIporoxon FTP. ®atinosas cucrema NFS. daiinossiii cepsep Samba.
8 | Hactpoiika cepsepos B/ B OC Linux 2
CYBJI MySQL. CYBJl MongoDB
9 | Konreiinepn: Docker 2
Konretineps Docker.CniocoOw1 cBsizm koHTeiHEpoB Docker.
10 | IIpoekTHpoBanue 3
ITpoextuposanue. BeeacHue. Anann3 tpedosanuii. Peanmzaums cuctempl. COCTaBICHUE JOKYMCHTALMN
CamocrositenibHast padora 10
M/JK.02.02. IlporpammHoe obecnedeHHe KOMIBIOTEPHBIX ceTel 136

11



Tema 2.1. Peanuzanust
KJIHEHTCKOH

HHPACTPYKTYPHI

Cooepicanue

50

1

OueHka u onpeaeeHHe NapaMeTpoB pa3sepTbiBaHus KaneHTcKkHXx OC

00630p KU3HECHHOTO IMKIA KITHCHTCKUX KOMITBIOTEPOB npeanpusatust. OueHka o00pyI0BaHUS U
rOTOBHOCTH HH(PPaCTPYKTYPHI K pazBepTriBannto kiueHTCKHuX OC. 0030p METOIOB pa3BEPTHIBAHUS
kmueHTckux OC B cpeae opranuzanuy. TeXHONOT MM TMICH3UOHHOH aKTHBALMH T KITHCHTCKHX
KOMIBIOTEPOB B opranmzanud. [ lnanuposanue crpareruu paszsepteiBanus kmueHTckux OC. COop maHHBIX
00 unbpactpykrype. Peannzaiius perieHus TUICH3MOHHON aKTHBAILIHH

I[nanupoBanue CTpATErHu ynpaBjeHHs 06pa3aMu
0630p dopmaros obGpaza Windows. O630p cpeacts ynpasienus oopasamu (Image Management). Ornienka
OusHec-TpeOOBaHMIA T MOAACPKKH CTPATCTHH VIPABICHUS 00pasamu.

Peanuzanyst 6e30nacHOCTH KJIHEHTCKHX CHCTEM

Peanuszarms ueHTpann3oBaHHOTO perncHus no 6esonacHoctu kueHTckux OC. ITnanupoBanue u
peamuzanus BitLocker. ITnanuposanue n peannsanus mugposanus ¢ nomometo EFS. Hactpoiika
6esonmacHocTr kaueHTekux OC ¢ moMoInkio rpynnoBoi noautuky. Hactpoiika mudposanus gucka ¢
nomoinsio BitLocker. Peanmuzanms pemenus nenrpanuzosanHoro yopasicHus EFS. Peanuzanms pemenns
JUIsL BOCCTaHOBICHHUs (haiinos, 3amuiieHasix EFS.

3axBar u ynpasJienue oopaszamu kiauentckux OC

0630p Windows ADK. Ynpagneuue cpenoii mpeaycranoBku Windows (Windows PE). Coznanue
HUCX0AHOTO 0Opasa ¢ momoipo Windows SIM u Sysprep. 3axsaT u 00CTy’>KHBAaHHUIO 3TATTOHHOTO 00pa3za.
HacTpotika u yopasnenue ciy:x60it pazsepreiBanus Windows (Windows Deployment Services).
Hacrpotika Windows PE. Y craHoBka 3TaloHHOTO KOMIBIOTEPA ¢ IOMOINEI0 (hatina oteeroB. OOpaboTKa
JTANIOHHOTO KOMIbIOTEPa ¢ moMotbio Sysprep. Cozaanue daiina otBeToB ¢ nomoipo Windows SIM.

Y cTaHOBKA 3TAIOHHOTO KOMIIBIOTEPA C MOMOIIBIO daitia oTBeToB. O0paboTKa 3TAJOHHOTO KOMITBIOTEPA C
nmomortpio Sysprep. Services [lnanuposanue cpenst WindowsDeploymentServices. Yeranoska u
HacTpotika cepsepHol poar WDS. 3axgar stanmonHoro obpasza ¢ nomoupro WDS. PassepTeiBanue o6pasa
¢ nomompo WDS

IlnanupoBaHue U peanu3anus MUTPALHH M0JIbL30BATEIHLCKOH Cpeabl

0030p cI0CO00B MHUTPALINH MO IH30BATCIBCKOM Cpeapl. | TaHUpOBAaHHE MUTPALIMH MTOTb30BATSIHCKOM
cpenst ¢ momotnbro USMT. Murparus cocrositust nojp3osare;ist ¢ momornpio USMT. [Tnanuposanue
MUTPALIIH 0Tb30BATEIbCKOM cpeabl. Co3nanue u HacTpoiika XML-daiino USMT. C6op naHHbIX 1
BOCCTaHOBJICHU: npodus nonb3osareid ¢ noMompo USMT. BrimonneHue Murpanus ¢ Co3qanueM
KCCTKHUX CCBIIIOK
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IlnanupoBanue u passeprbiBanue KiaHeHTCKUX OC ¢ nomowbro Microsoft Deployment Toolkit
[Tnanuposanwme cpennr Lite Touch Installation. Peanuzanus MDT 2012 ana Lite Touch Installation.
WuTerpamus cayx0 paszsepreiBanus Windows ¢ MDT. [Tnanuposanue cpeart Lite Touch Installation.
Vceranoska MDT 2012 u veoGxoaumeix kommnoueHToB. Co3aanue u Hactpoiika MDT 2012 Deployment

Share. PazseprriBanue u 3axsat oopasa stanonHol OC. Materpaumsa WDS ¢ MDT 2012 nig obecnieueHus

Bo3MoskHOCTEH 3arpy3ku PXE.

IlnanupoBanue u passeproiBande kaHeHTCKUX OC ¢ nomowbro System Center Configuration
Manager 2012

Inanuposanuecpeast Zero Touch Installation. Iloarotoska catita mast passepreiBanust OC. [loctpoenue
3TANOHHOTO 00pasa Ha OCHOBE nocneaoBaTenabHocTh 3anau Configuration Manager. McnonszoBanue
nocieaosareapHOCTH 3a1ad MDT mis pasBepteiBanus KIHEHTCKUX 00pa3oB. [lnanuposanue
HHPPACTPYKTYPHI pa3BepThIBAHI OnepanuoHHoH cucteMsl. [TonroToska cpeast Zero Touch Installation.
HacTtpolika nakeros pa3sepToiBanus U 06pazos cucteMsl. Iloarotoska cpeapr ZeroTouchlnstallation

ILnanupoBanue u peausanus cJiyx0 yaaneasHoro gocryna (Remote Desktop Services)

00630p cyx0b1 yaaneunoro pabouero crojia. Ilmanuposanue cpeast Remote Desktop Services.
HacTpotika passepteiBanms HHQPACTPYKTYPHI BUPTYaIbHBIX pabounx ctonos. Hactpolika nocryma k
KJINCHTaM Ha OCHOBE ceaHcoB (Session-Based Desktop). Paciupenue cpeast Remote Desktop Services B
Hurepuer. [lnanuposanue cpeast Remote Desktop Services. Hactpotika cueHapus nH(pacTpyKTyphI
BHUPTYaJIbHBIX pabounx ¢Tos10B. HacTpoiika criieHapus J0CTyIa HA OCHOBE CEAHCOB. [IpOCKTHPOBAHHC
noyintuk 110308 RDS. Hacrpoiika mutrozos RDS

YnpagJ/ieHue BUPTyaIu3anueii nojib30BaTeNbCKOro cocTosinus s kaueHTekux OC opranuzanum
00630p BupTyanu3auuu npoduis nonb3osareisd. [ nanuposanue BupTyamu3anuy npoQuiIs NOTb30BaTEI.
HacTpotika nepemermaeMeIx mpoduici, nepeHanpasicHUs nanok u asToHoMHbIX (offline) datinos.
Peanmzanus Buptyanuzaumu pabotsl noae3zosarens ot Microsoft (Microsoft User Experience
Virtualization). [Inanuposanue BupTyanuzanmu mpoduis Mos30BaTe s, Peamnsaiius BUPTYATH3aHH
po ULl IOJIBb30BATENS.

10

IlnanupoBanue u peannzanusi HHPPACTPYKTYPbI 00HOBJIEHHIT A9 noaaepkkH KaneHTcknx OC
OpraHH3alHH

[Tnanuposanue HHPPACTPYKTYPhI OOHOBICHHN A1 OpraHu3anuy. Peanuzanms noagepkku OOHOBICHHN
mporpammHuoro odecneucHus ¢ momoiipio Configuration Manager 2012, YmpasieHue 0OHOBACHUIMH A5
BHUPTYaJIbHBIX MaIIHH U 06pazos. Mcmomr3zosanne Windows Intune nng ynpasnenus 0OHOBICHHE
mporpammuoro obecnieucHus. [ lnanuposanue nuppacTpykTypsl oOHOBICHUs. Peamuzaius 0OHOBICHUI
mporpamMMHoro obecnieucHus ¢ nomompro Configuration Manager 2012. Peanuzarus oOHOBICHHN
MPOrPaMMHOI0 o0ecreueHHs 47151 ONOIHOTEK BUPTYAIbHBIX MAIIHH.
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11 | 3ammTa KOMOBIOTEPOB NPEANPHATHS OT BPEJOHOCHBIX MPOrPAMM H HOTEPb JaHHBIX 4
0630p System Center 2012 Endpoint Protection. Hactpotika Endpoint Protection Client Settings u
MoHHTOpHHTa cocTosHus. Mcnomezosanne Windows Intune Endpoint Protection. 3amura kmuenrckux OC
¢ nomompro System Center 2012 Data Protection Manager. Hactpolika u pa3sepTbiBaHHE TOTATHK
EndpointProtection. Hactpoiika mapameTpos knueHTa J1st moaaepskku Endpoint Protection. MonuTopusr
3ammThl KOHEUHbIX ToueK. HacTpoiika u mpoBepKa 3aIiuThl JAHHBIX KIHCHTA
12| MOHUTOPHHI HPOU3BOAUTEILHOCTH H padoTocnocodHocTH HHPpacTPyKTYpshI KaneHTcKkux OC 4
[IpouzsoaurensHOCTh U padoTocnocoOHOCTE HHPPACTPYKTYpH! KiaueHTCKkuX OC. MoHHUTOpHHT
HHPPACTPYKTYPE BUPTYANbHBIX KIHeHTOB. Hactpoiika Operations Manager 111 MOHHTOPHHTa
BHPTYaJIbHBIX CPEN.
B mom uucie npakmudeckux 3ausamuii u 1a60pamopHsix padom 30
1 O11cHKa ¥ ONPEACICHUE MAPAMETPOB Pa3BEPTHIBAHUS 1
2 ITnaHupoBaHye CTPATETHy YIpaBICHUs 00pa3aMu 2
3 HacTtpotika 6€300acHOCTH KIHCHTCKHX CHCTEM 1
4 HacTpotika mmdposanus daiinos ¢ momomeio EFS 1
5 Iloaroroska oOpasa u cpeasl npeaycranosku Y cranoska Windows ADK 2
6 Cosznanue sTaoHHOro oopasa ¢ nomoineio Windows SIM u Sysprep Cosnanue daiina OTBETOB ¢ 1
nomoeo Windows SIM
7 Cosznanre u 00CTyKMBAHUE 3TAJOHHOTO 00pasa 1
8 Hacrpotika u ympasneunue Windows Deployment Services [Tnanuposanue cpeast Windows Deployment 2
Services
9 ITnannposanvie U peanu3anys MUTPAIIUH [TOJIb30BATENbCKON CPEABI 1
10 Murparms COCTOSHHIS NMOJB30BATCI C CO3AAHUCM KECTKHUX CCBIJIOK 1
11 | Ilnanuposanue u pazsepreiBanue kaueHTckux OC ¢ momompro MDT 2
12 | TIlogroToBKka cpeasl A1 Pa3sBEPTHIBAHI ONECPAITMOHHON CHCTEMBI 1
13 | Ucnonezosarnne MDT u Configuration Manager ais moarorosku Zero-Touch Installation 1
14 | Inanuposanue u peanusaims nnppactpykrypsl Remote Desktop Services 1
15 | Pacimupenue goctyna k Matepret qisg uadpactpykrypsl RDS 1
16 | PaszBepTrIBaHUE U NOAACPKKA BUPTYATIH3ALHN NPOGUIS HOIb30BATES 2
17 | IlpoexrupoBanue U peanusanys GaiaoBbIX cayx0 1
18 | Peammzamus Client Endpoint Protection Hactpotika roukn Endpoint Protection 1
19 Hacrpotika Data Protection 1ist JaHHBIX KIHCHTCKOT'O KOMITBEOTEPA 1
20 | MOHUTOPHUHT NPOU3BOAUTEILHOCTH U paboTocnocobHocTH nuppacTpykrypsl knuenTckux OC HacTpoiika 1
Tema 2.2. Peanuzauus Cooepoicanue 50
CpeAbI HACTOJIBHBIX 1 Pa3paGoTka cTpaTeruu pa3BepTbIBaHHS MPHII0KEHHH 4

NMPHJI0KEHHUH.

Omnpenenenue 6uzHec-TpeOOBaHU 1T pa3BepThiBaHMs nNpunoxeHnid. O630p cTpaTeruy pa3BepThIBAHUS
npuiokeHu. BeiOop moaxoadiei crpareruy pa3BepThIBAHMUS MPUIOKCHUH 1ns oduca.
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JuarHocTuka u obecneyeHHe COBMECTHMOCTH MPHJI0KEHH

Juarsoctrka npoGreM COBMECTUMOCTH pUIokeHUH. OLieHKa B peann3aiis PemeHNH mo
BOoccTaHOBICHUIO. Pemenue nmpobiaeMel coBMecTHMOCTH ¢ ioMombio Application Compatibility Toolkit.
VYcranoeka u Hactpoiika ACT. AHamn3 noTeHIHAIBHBIX TpoOIeM coBMecTUMOCTH. Penienne nmpodnem
COBMECTHMOCTH NPUIOKCHUH. ABTOMATH3aLNs Pa3BEPTHIBAHUS MMPOTPAMMHEIX CPEICTB 00CCIICUCHUS
coBMecTHMOCTH (shims)

Pa3zBepThiBaHNe MPHIIOKEHHH ¢ TOMOLLBI TPYHNOBbIX NOJHTHK H Windows Intune
PasBepThiBaHNEC NPHUIOKEHUH ¢ IOMOLIBIO MPYMIIOBBIX NOMUTHK. Pa3BepThiBaHNE MPHIOKECHNH C
nomoineo Windows Intune. PazsepTriBaHHE TPUITOKEHAN C TOMOINBIO FPYIIIOBBIX MOTHTHK. 3AIyCK
cumyasuud Windows Intune.

PasBeptbiBanne npuiioxkenuii ¢ nomomsi System Center Configuration Manager
Konuempu pa3seproiBanms npunoxeHui ¢ momoinsto Configuration Manager 2012. PazseptriBanue
npuioxkeHui ¢ nomompro Configuration Manager 2012. Coznanue 3ampocos Configuration Manager
2012. Cozganue komiekiui moib3oBarenei u ycrporicte Configuration Manager 2012,

Pa3zBepThiBaHNSI CAMOOOCTY’KHBAEMbIX NPHIIOMKEHHI

Konrmeniiu pazsepToiBaHms CAaMOOOCTYKHBACMbIX MPHIokeHuH. HacTpotiika caMoo0cyKuBaeMbIX
npuioxkeHul ¢ Windows Intune. PazsepTriBanus camooOcmyxusacMbrx nprinoxeHnuii ¢ Configuration
Manager 2012. PazgepTeiBanus caMo00CTyKUBaCMBbIX npunokenunii ¢ Service Manager 2012, Ioaroroska
System Center Configuration Manager 2012 as mogaep:xku Service Manager 2012 Self-Service Portal.
Hacrpotika ServiceManager 2012 Self-ServicePortal. [IpoBepka Bo3MOKHOCTH TPEI0CTABICHUS
MPHIOKEHUH monb3oBaressiM ¢ noMompio Self-Service Portal.

IIpoexkTHpOBaHHe H peann3anus HHPPACTPYKTYPbI BUPTYATH3ALHH PEACTABJICHHH

OueHka TpeboBannil BUpTYamu3apu npeacrasicHui. [lnanuposanve HHPpacTpyKTYphl BUPTYATH3ALMN
npeacrasicHui. PazgepTeiBanue HHPPACTPYKTYPH BUPTYATU3ALNH MPEACTABICHUH. PazBepTriBaHue
HHPPACTPYKTYPHI BBICOKOH TOTOBHOCTH ISl BUPTYAIH3ALUH NPEACTABICHUI

IMoaroroBka, HACTPOiiKa U pa3BepPTHIBAHHE NPEACTABIEHHNH BHPTYAJTH3ALHH TPHJI0KEHH I
OmnpeneneHUe CTPATETHH MPEACTABICHAN BUPTYAIU3ALUH MPHIOKCHUH. PazBepTrIBaHHE yaANICHHOTO
pabouero crona, RemoteApp, u RD Web Access. PazsepreiBanue npunosxenuii Ha RD Session Host.
HacTpotika u passeptriBanue npunokenuit Remote App. [Iposepka BO3MOXKHOCTH HCIIOTb30BAHHUS
npuiokeHud ¢ nomomnpio RD Web Access.

IIpoexkTHpOBAaHHE H pa3BepThIBAHHE CPebl BUPTYAJH3ALHH NPHJI0KEHHH

00630p Moaenel BUPTYaIu3anny NPHUIoKEHNH. Pa3BepTrIBaHHE KOMIOHCHTOB HHPPACTPYKTYPHI
BHUPTYaIH3alMX IpHIoKeHIH. HacTpoiika KITHEHTCKON NOAAEPIKKH BUPTYATH3ALIH TPIIOKEHUH.
Inanuposanue passepreiBanus App-V poscii u komnoHeHTOB. PasBepreiBanue uHppacTpykTypser App-V.
HacTtpotika knuenta App-V
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HoaroToBka K BUPTYAIH3ALNH H PA3BEPTHIBAHHE BUPTYAJIbHBIX MPHJI0KEHHI

[ToaroToBka NpUITOKECHHUH AT BRIIOTHEHHS B cpeae App-V. PazeepreiBanue npunoskenuii App-V.
VYcranoBka u HacTpoiika App-V Sequencer. [loaroroska npunoxeHni K BUPTYanu3ayy. PazsepToiBaHme
App-V npunoxenuii ¢ nomopro Configuration Manager.

10

ILnaHupoBanue u peasu3anusi 6€30MACHOCTH H 00HOBJICHHS MPHJI0MKEHH

[TnanupoBanue 0GHOBICHUS PHIOKEeHUH. PazsepTriBanue 00HOBICHNH ¢ moMompo WSUS.
PaseeprteiBanne obnoBnenuii ¢ momoeio Configuration Manager 2012. Peanuzauus 6e3onacHOCTH
npuiokeHuH. OOHOBICHHE pa3BEePHYTHIX NpunokeHuid. OOHOBICHHE PHIOKEHHH App-V.
PaseepreiBanne momutuk AppLocker o ynpasiaeHus 3amycKoOM NPHIOKCHHH.

11

ILnaHupoBanue u peaiu3anusi 00HOBJICHHS H 3aMEHbI MPHJI0MKEH Ui

Inanuposanue u peanu3sarus OOHOBICHUS NPUIOKCHUI U 3aMeneHus npuiokenuid. [lnanuposanue u
peanuzanys CoCyIeCcTBOBaHMU MPHIoKeHNH. OOHOBICHHUE Pa3BEPHYTHIX NPUIOKCHNH. 3aMeHa
pasBepHYTHIX mpmtoskeHUH. HacTpoiika cocyInecTBOBaHMS Pa3TIMIHBIX BEPCHH MPUIOKCHUS

12

MoHHTOPHHI pa3BepTHIBAHHSA, HCIIO/IL30BAHHS H MPOU3BOJUTEIbHOCTH NPHJI0KEHHIA
[Tnanuposanue u peanuzanys HHPPACTPYKTYPHI MOHUTOPHHTA IPUIOKCHUH. MEeTPUKH, HHBCHTAPU3ALHS
U aHAJTIU3 PECYPCOCMKOCTH MPUIOKCHUH. MOHHUTOPHHT HCIIOIB30BAHUS PECYPCOB MPUIOKCHHUH.
[TnanupoBanue HHBEHTapU3aUKy NpunoxeHud. QpraHu3anys HHBCHTAPU3ALUH TPOTPAMMHOTO
obecnieueHNs. METPUKH HCIOIb30BAHMS MIPHIOKECHUH. MOHUTOPHHT HCIIOIb30BAHHE PECYPCOB CEPBEPOB
RD Session Host npunoxennsavu. CHHKEHHE MTUKOBOW HATPY3KH HA PECYPCH NPHIOKCHUIMU

IK3aMeH

MJIK.02.03. Oprasuusauus aAIM HHUCTPHPOBAHHS KOMIBIOTEPHBIX CHCTEM

120

Tema 3.1 IlpoexTHpoBanune
H peajn3anus CepBepHOH

HHPACTPYKTYPHI

Cooe,

paHCAHUEe

30

1

IInannpoBanue anrpeiizia 1 MUIPaHH cepBepa
Pexomenmanmn mno amrpetiny w wmurpammd. CosgaHme ImaHa anrpeliia W MUTpaLdd  cepBepa.
ITnannposanue BUPTYATH3AIHMH

IInannpoBanue u BHeApeHHe HHPPACTPYKTYPHI AJS Pa3BepPTHIBAHHSA CEPBEPOB
Bribop moxxoasmie# crpareruu co3maHus oOpa3oB cepeepa. BHeapeHue crparermy aBTOMATHUECKOTO
pa3BepTHIBAHUA

IlnanupoBaHye U pa3BepThIBAHHE CEPBEPOB € HCNOJb30BAHHEM JHCIIETYEPA BUPTYAJbHbBIX MALIMH
(VMM)

00630p aucnetuepa BupTyaapHbiX MamuH B System Center 2012 R2. Peanuzaims Oubauotek u npoduiei
JUCTICTICpa BUPTYanpHeIX MamuH. [InaHuposanve u passepteiBanme cayx0 VMM,

IlpoexTupoBanue U BHeApeHHEe HHPPACTPYKTYpbI JiecoB H aomeHoB Active Directory Domain
Services

IMpoexruposanue neca AD DS. IlpoektupoBanue u peanuzanus AOBCPUTCIBHBIX OTHOIICHHUH MEKIY
necamu. [Ipoextuposanue muTerpanmun ADDS ¢ WindowsAzureActiveDirectory. Ilpoektuposanue u
coznanue noMeHOB AD DS. Tlpoektuposanue npoctpancte uveH DNS B cpeae AD DS. Ipoextuposanue
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nJoBeputenbHbix otHomeHu AD DS,

IIpoexTupoBanue u peanuszauus uHppacTpykrypsi noapasaeenuii (OU) u paspewenuii AD DS
[TnanupoBanue nenerupoBaHus aIMHHACTPATHBHEIX 3a1a4. [IpoekTHpoBaHuEe CTPYKTYPhI IOApA3ACICHUN
OU. I'poektupoBanue U BEeApeHne crpareruu rpyvomn AD DS

IIpoexTHpoBaHHe H BHEAPEHHE CTPATErHH IPYNNOBBIX MOJHTHK

C6op Tpebyemolri uHpopMammMu AN NPOCKTUPOBAHUSA TPYINOBBIX MOMUTHK. lIpoekTHpoBaHue u
BHCIPCHHUC TPYIIOBBIX MOMUTHK. [Ipoekruposanne oOpabOTKK rpynmoBbiX MOAUTHK. [LiaHupoBaHme
YIPABJICHHUSI TPYIIIOBBIMHU TOJIUTHKAMH

IIpoexTupoBanue u peanusauus gusudeckoii Tonosoruu AD DS

IMpoexktupoBanne u peamusamus cantoB Active Directory. [lpoexktupoanme pemaukaimu Active
Directory. [TpoekTipoBanue pa3MeIneHus KOHTPOJICPOB TOMCHA. BHpTyanu3arus KOHTPOIICPOB JOMCHA.
IpockTHpOBaHHE BHICOKOM TOCTYITHOCTH KOHTPOIUICPOB TOMEHA

IlnannpoBanue u peasH3anHs XpPAHHIHILI JAHHBIX
[Tnanuposanne u BHeapenue iSCSI SAN. [Tnanuposanne u BHeapeHue Storage Spaces. Onrummzanus
talinosbIx ciyk0 A GUINaIoB.

InanupoBanue U peaM3aUHSA 3aIHTHI CETeH
00630p mpoexTupoBanus OesomacHocTr ceteil. [IpoekrupoBanue u BHeAPCHHE MCMOB30BaHUS Windows
Firewall. IIpoektupoBanue u BHeapeHne HHGpacTpykTypsr NAP

10

IIpoexTHpOBaHKE U PEATH3ALMS 3ALIHTHI CJIYK0 J0CTYNA K CETH
Inanuposanre u Bueapenue DirectAccess. Ilnanuposanwe u Bueapenue VPN. IlnanupoBanue u
BreapeHne Web Application Proxy. Ilnanuposanue ca0xHONH HHPPACTPYKTYPHI YIAJICHHOTO JOCTYIA

Tema 3.2. Peannzanuus
NPOJABHHYTOH CePBEPHOH
HH(PACTPYKTYPHI

Cooe,

poHCAHRUE

30

0030p ynpasnenust Llentpom O0padorku J[aHHBIX NPpEeATIPUATHS
0630p O/ npeanpustus. 0630p komnoneHT SystemCenter 2012 R2

IlnannpoBanue u peasH3anus CTPaTerHH BUPTYAJH3ALHH CEPBEPOB
[TnanupoBanue pa3BepThiBaHHA JUCICTICPA BUPTYanbHbIX MamuH (VMM). [TnanupoBanue u peanuzanus
CEPBEPHOU BUPTYATH3ALUH.

IlnannpoBanue u peasn3anus ceTeBoii HHPPACTPYKTYPBI H CHCTEM XpaHEHHS JAHHbBIX AJIs
BHPTyaJIH3aALHU

ITnannposanve cucTeM XpaHEHH JJI1 BUpTYaIu3anuy. Peannsanms cucteM XpaHeHUS JIs
BupTyanuzauny. [[nanuposanye u peanuzanus ceTeBOH HHPPACTPYKTYPHI A1 BUPTYTH3ALHH.
ITnannposanve 1 peann3anys BUPTYAIN3ALHAN CETH

IlnannpoBanue u pa3BepThIBaHHE BHPTYAJIbHBIX MALIHH
ITnannposanve mapaMeTpoB BUPTYAIbHBIX MamiH. 110AroTOBKa K pa3BepPTHIBAHUIO BUPTYAIBHBIX MAIIHH
C WCTIONB30BaHHEM JHCIICTICpa BUPTyanbHBIX MamuH (VMM). PassepTriBaHHE BUPTYAIBHBIX MALIHH.

ITnannposanve n peanmzamms permuku Hyper-V
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IInannpoBanue u peasH3anus pelieHHs 0 AIMHHHCTPHPOBAHHIO BUpTyaau3anuH [Inannposanne n
peanuzanys aBToMaTu3auy ¢ ucnoiab3oanueM System Center 2012 R2. [TnanupoBanue u peanuzanys
MicrosoftSystemCenterAdministration. [ lnanuposanue u peanuzamms Self-Service ¢ ucnosp3osanueM
System Center 2012 R2. IlnanupoBanue 1 peanu3anus YCTAaHOBKH OOHOBICHUH B HHPACTPYKTYPE
CEPBEPHOM BUPTYAIU3ALMHI

IlnanupoBaHye U peaauzanysi CTpaTerid MOHHTOPHHIA CEPBEPOB
Inanuposanue mouutopunra B Windows Server 2012 R2. O630p SystemCenterOperationsManager.
ITnanmposanve 1 HacTpolka KOMIOHEHT MoHUTOpHHTa. HacTpoiika Bzanmogericrsus ¢ VMM

IlnanupoBanne M peanu3anusa peleHuil BbICOKOH AocTymHOCcTH Anasi (alyioBbIX cay:k0 M
NPHJIOKEHUT

IMnanupoBanre u peanuzaums Storage Spaces. IlianupoBanue u peamusamumst DFS. Ilmanuposanue u
peammzanms NLB

IlnannpoBanue u peasu3anus pelieHHH BLICOKOH JOCTYITHOCTH HA OCHOBE KJIACTEPOB
[TnanupoBanne UHPPACTPYKTYPBl OTKA30YCTOHYMBEIX KIacTepoB. BHeapeHwe OTKa30yCTOHYHBOIrO
kinactepa. [lnanmpoBanue u peanu3anysd CHCTEMBI YCTAHOBKH OOHOBICHUHM AN OTKA30yCTOMYHBOIO
kractepa. MHTerpammsa  OTKa30yCTOMUYMBEIX — KJIAacTepoB W BUpTyanusanmuu.  [lmaswmposanme
pacnpeacIEHHBIX 0TKA30yYCTOMIMBBIX KIaCTEPOB

ILlnaHupoBanue u peajqu3anus crpaTerun oecnepedoiinoii padorsi (Business Continuity Strategy)
O030p crparerun Occrnepeboiinoii pabotel. [lnanupoBanue u peanuzalys CTPATCTUH PE3CPBHOTO
kormposanust. [InanupoBanue U peanusauns BOCCTAHOBICHH. [InaHupoBaHKe U peamu3anus Pe3CPBHOTO
KOIMHUPOBAHNA 1 BOCCTAHOBJICHUA BUPTYAJIBHBIX MalllH

10

IInannpoBanue u peanu3anust HHPPACTPYKTYPBI OTKPBITBHIX KJIHOYeii

[TnanupoBanue U pa3BepTHIBAHUE YIOCTOBEPSIOMMX LEeHTpoB. [lmanuposanue n peanuzanus mwadbIoOHOB
ceprudukaros. [lnanmpoBanme W peanm3anus BeAaYH H OT3bIBa ceprudukaros. [lianuposanue u
peanu3anys apXUBALUN U BOCCTAHOBJICHUS KIOUCH

11

IlnanupoBanue u passeproiBanne AD FS

IMnanuposanre u peanuzanus unbppactpykrypsr AD FS. Ilnanuposanue u peamuzaums AD FS Claim
Providers u Relying Parties. [Tnanuposanue u peamuzamus AD FS Claims u Claim Rules. I1nanuposanue
u peanmzanug Web Application Proxy

12

IInanupoBaHue U peanu3anus J0CTYNA K JAHHBIM JJIs IOJIb30BaTeNel H yCTPOHCTB
IMnanuposanue u peanuzauus DAC. [lnanupoBanne noaxiaroucHus K padodemy mecty (Workplace Join).
[Tnanuposanue pabounx nanok (Work Folders)

13

IlnanupoBanye u peanuzanus CJayR0bl YIPABJIEHHS PABAMH

0O630p AD RMS. Ilnanuposanme u peamuzannsa kiaactepa AD RMS. IlnanupoBanue u BHEIpEHUE
mabsonoB AD RMS u nonutuk AD RMS. ITnanuposanue u peanusaius Baeimaero gocryma k AD RMS.
[Tnanuposanue u peanuzanus szanmoaekcteus AD RMS u Dynamic Access Control.

B mom uucie npakmuieckux 3ansmuil U 1a00pamopHvix paoom
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1. OcymecTBiaeHne KOHPUTYPUPOBAHUS MTPOrPAMMHOTO OOeCTIeueHus Ha cepBepax U padounx 8
CTAHIWSIX.
2. YcraHOBKa MpaB IOCTYIA U KOHTPOJIb HCIIOJIb30BAHUS CETEBBIX PECYPCOB 8
3. AIMUHHCTPHUPOBAHUE CEPBEPOB 10
4. PacdéT CTOMMOCTH CETEBOr0 0OOPYAOBAHMSI U POTPAMMHOTO O0ECTIEUEHHSI 8
5. Perucrtpanuus noibp30BaTenen JJOKaJbHON CETH 8
6. OCylIecTBICHNE aHTUBUPYCHOH 3aIUThHI 8
CamocrosiTenpHas paboTa 10

YueOHast npaKkTHKA

Ilepeuens pador:

AJMHHUCTPUPOBaHHUE CEPBEPOB U paboUnX CTAHIIHHA.

Opranmu3anus 10CTyna K JOKaJIbHBIM ceTsiM 1 UHTepHeTy.

YcTaHOBKa U CONMPOBOXKIEHUE CETEBBIX CEPBUCOB.

Pacuér ctommocTH ceTeBOro 00OpyAOBaHUs M MPOrPAMMHOTO 00eCreueHusI.

COop maHHBIX 1JIs aHATTN3a UCITOJB30BAHMS MTPOTPAMMHO-TEXHUYECKHUX CPENICTB KOMITBIOTEPHBIX CETEH.
. OGecnieueHne ceTeBoil 6€30MacHOCTH

Al e

72

ITpousBoacTBEHHAS] MPAKTHKA pa3aesia
Ilepeuens pador:
1. YcraHoBka Ha cepBephl U paboune CTaHILUH: ONEePAOHHBIE CUCTEMBI H HEOOXoauMoe aiist paboThl IPOTrPaMMHOE

obecrieueHue.
[Monnepkka B pabOTOCIIOCOOHOM COCTOSIHIH MPOTPaMMHOE O00eCTiedeHe CepBEPOB U padOUNX CTAaHLIUM.
Perucrpanus nonp3oBareneil JJOKAJIbHOW CETH U IIOYTOBOTO CEPBEPA, HA3HAYAECT UACHTU(DUKATOPHI 1 MAPOIIH.
ObecnieueHne CBOEBPEMEHHOTO KOTTUPOBAHUS, APXHUBUPOBAHUS M PE3EPBUPOBAHUS TaHHBIX.
[IpuHSTHE MEpP MO BOCCTAHOBJICHUIO PabOTOCIIOCOOHOCTH JIOKAIBHON CeTH IpU COOSIX MIIM BBIXOAE U3 CTPOSI CETEBOTO
o0opynoBanusi. BeisiBiIeHNE OMMOOK MONB30BATENEH H MPOrPAMMHOT0 00€CTIeUeHUs U IPUHATHE MEP MO UX UCIPABJICHUIO.
IIpoBeneHne MOHUTOPHHTA CETH, pa3padaThiBaTh MPEIJIOKEHHS 10 PA3BUTHIO HHPPACTPYKTYPBI CETH.
Obecneuenne ceTeBoii 0€30MaCHOCTH (3aIIUTY OT HECAHKLIMOHUPOBAHHOTO IOCTYNA K MH(POPMALMH, IIPOCMOTPA UITH
U3MEHEHUsI CUCTEMHBIX (DaiiIoB M TAaHHBIX ), 0€30MaCHOCTh MEKCETEBOTO B3AaMMOACHCTBUSI.

8. OcyliecTBiIeHNE AHTUBUPYCHOH 3aIIUTHI JIOKAIBHOHN BBIUHUCIUTENILHOW CETH, CEPBEPOB M PA0OYUX CTAHLIUH.
JIOKyMEeHTHUpOBaHHE BCEX NPOU3BEACHHBIX NEHCTBUIL

halr ol

~N o

252

IK3aMeH 10 MOAYJIIO

Bcero

796
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3. YCJOBUS PEAJIM3ALINU ITPOI'PAMMBI ITIPO®ECCUOHAJIBHOI'O MO YJIA

«I[IM.02 OPTAHU3ALUA CETEBOI'O AAIMUHUCTPUPOBAHUA

OIIEPALIMOHHBIX CUCTEM»

3.1. lns peanu3zauuy nporpaMmal nNpo(pecCHOHAJIBLHOT0 MOIYJIsl AOJKHBI ObITH

NpeayCcMOTPeHbI cJIeAYIoIIHe CrIelHATbHbIe TOMeIeHHsI:
Jlaboparopun: «lIpoektupoBanue 0a3 naHHBIX», «APXHUTEKTypa almapaTHbBIX CPEACTBY,

«JKCIUTyaTally CETeBOH HHPPACTPYKTYPBD»

JlaGoparopun

IIpoexTupoBanus
6a3 JaHHBIX

Pabouee MecTo mpenoaaBaTeiss: KOMIUICKT MEOCIH B IIEPCOHATBHBIN KOMITBIOTED C
JMICH3HOHHBIM ITPOTPAMMHBIM 00eCIieUeHHEM, 000PYI0BAHUE IS IO IKIFOUCHHUS K CETH
«HIHTEpHETY.

Jlocka mepeasmxaas. [IpoekTop. DkpaH a1 ACMOHCTPANHH BHACOMATepHATOB, MDY,
KoMmnekTsI 3BYKOBBIX KOJOHOK. 3-J] mpunTep. KommyTarop.

THumoBO# COCTAB I MOHTAKA W HAJIAJKH KOMITBIOTCPHOH CCTH: KAOCITH PA3THIHOTO THIIA,
00XUMHOM HHCTPYMEHT, KOHHEKTOPBI, TECTEP I KAOEIs, KPOCC-HOMKH, KPOCC-TIAHETb.
MoayabHas CTOMKA, BCTPOCHHAS B METAJUTMUECKUH AHTHBAHIAIbHBIM HECTOPACMBIN
mKka(; maTI-MaHeH.

Kommiekt Mebemm a1 OpraHu3alun PadoyvrX MECT 00yHIaromuxcs -12 mr. u
TIEPCOHATBHBIC KOMIBIOTEPHI-12 mT.

[MIxadsr a1t XpaHSHHST HHCTPYMEHTOB, IIOCOOUH. DICKTPOHHBIH KOMIUIEKT YIeOHO-
METOAWYECKOH JOoKyMeHTaruu. KopsuHa 111 Mycopa. AnTeuka nepBod MEIHIMHCKOH
moMomH. OTHCTYIIUTCTTB.

ApPXHTEKTYPBI
anmapaTHBIX
CpEICTB

Pabouee MecTo mpenoaaBaTeiss: KOMIUICKT MEOCIH B IIEPCOHATBHBIN KOMITBIOTED C
JMICH3HOHHBIM ITPOTPAMMHBIM 00eCIieUeHHEM, 000PYI0BAHUE IS IO IKIFOUCHHUS K CETH
«HIHTEpHETY.

Jocka nmepeasmxnas. [Ipoekrop. DxpaH A1 ACMOHCTPAIMH BHACOMATSpHATOB. MDY,
KoMmekTsI 3BYKOBBIX KOJOHOK. 3-J] mpunTep. KommyTarop.

THumoBO# COCTAB I MOHTAKA W HAJIAJKH KOMITBIOTCPHOH CCTH: KAOCITH PA3THIHOTO THIIA,
00XUMHOM HHCTPYMEHT, KOHHEKTOPBI, TECTEP I KAOEIs, KPOCC-HOMKH, KPOCC-TIAHETb.
MoayabHas CTOMKA, BCTPOCHHAS B METAJUTMUECKUN AHTHBAHIAIbHBIA HECTOPACMBbIH
mKka(; maTI-MaHeH.

Kommiekt Mebemm a1 OpraHu3alun PadoyvrX MECT 00yHIaromuxcs -12 mr. u
TIEPCOHATBHBIC KOMIBIOTEPHI-12 mT.

[Ixadsr a1t XpaHSHHST HHCTPYMEHTOB, TIOCOOUH. DIEKTPOHHBIH KOMITICKT Y4eOHO-
METOAWYECKON JOKyMeHTarmu. KopsuHa 1t Mycopa. AnTeyka nepBod MEAHIMHCKOH
moMomH. OTHCTYIIUTCTTB.

OKCIDTyaTanuu
CETEBOI

HHPPACTPYKTYPHI

Pabouee MecTo mpenoaaBaTeiss: KOMIUICKT MEOCIH B IIEPCOHATBHBIN KOMITBIOTED C
JMICH3HOHHBIM ITPOTPAMMHBIM 00eCIIcUeHHEM, 000Dy IOBAHHE TS OAKIFOUCHHS K CETH
«HIHTEpHETY.

Jocxka mapkepHast. [Tpoexrop. IkpaH sl JCMOHCTPAINH BHACOMATCPHATIOB.
KommyTarop. [Ipunrep. Komonku. Tunmosoit CocTas ISl MOHTAKA U HANAAKU
KOMITBIOTEPHOM CETH: KaOEIH PA3IMIHOTO THIA, O0KUMHOW HHCTPYMEHT, KOHHEKTOPBI,
TecTep A Kabelst, YHHBEPCATbHBIN KPOCC-HOXK, KPOCC-TIAHEIb.

MoayabHas CTOMKA, BCTPOCHHAS B METAJUTMUECKUN AHTHBAHIAIbHBIA HECTOPACMBbIH
mKka(; maTI-MaHeH.

Kommekr Mebemu 711 opranu3anuy padoynX MECT 00YYAIOIIUXCS M IIEPCOHABHBIC
KOMIIBIOTEPHI -14 miT.

[IIxadsr A1t XpaHEHUS HHCTPYMEHTOB, TIOCOOHI.

DNEKTPOHHBIN KOMILIEKT YYCOHO-METOIMUCCKON JOKYMEHTALHH.

Harmsioaeie mocoowus.

Bemanka. KopsuHa 11 Mmycopa. AnTeyka mepBOi MCIHIIMHCKOH IIOMOTITH.
Oreerymurens.

3.2. CneuuajibHbIe YCJIOBHS Peain3alMi NPOrpaMMbl NPAKTHKH
OObyuarommecss ¢ OrpaHUYEHHBIMA BO3MOXKHOCTSIMHU 3J0POBbSI OOECIIEUYEeHbl NEUaTHBIMH U
3JIEKTPOHHBIMU 00pa30BaTENIbHBIMU pecypcamMu (IPOTrpaMMbl, y4eOHHKH, ydeOHbIe MOcoOus,
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MaTepHaIbl AJIsl CAMOCTOSTENbHON paboThl U T.11.) B pOpMax, alanTHPOBAHHBIX K OTPAHUYCHUSIM
UX 3710POBbsI U BOCTIPHUSITHSI MHPOPMALHH:

OIAL MUY C HAPYUWIEHUSIMU IPEHUSL:

- B II€4aTHOH (popMe YBEINIEHHBIM PUPTOM,

- B (hOpMe 3IEKTPOHHOTO JOKYMEHTA,

- B popme aynuodaiina;

- B Ie4aTHOU opme Ha si3bike bpaiins;

OIS MUY C HAPYUEHUSAMU CAYXA:

- B Me4aTHOU (opme;

- B (hOpMe 3IEKTPOHHOTO JOKYMEHTA,

O MUY C HAPYULEHUSAMU ONOPHO-08USAMENIbHO20 ANNAPAMAL

- B Me4aTHOU (opme;

- B (hOpMe 3IEKTPOHHOTO JOKYMEHTA,

- B popme aynuodaiina;

OnA Y € HEPEHO-NCUXUYECKUMU HApyutenuamu (PacCTPOUCTBA ayTHCTHYECKOrO CIEKTPa,
HAPYLUIEHUs  TICUXHYECKOrO  pAa3BHUTHUsI)  HCIONB3YETC  TEKCT €  HMJUIOCTPALUSMH,
MyJIbTUMEIUIHBIE MATEPHAIIBI.

3.3. UndopmannoHHoe obecnieyeHHe peajn3alui NPOrpaMmsbl
3.3.1. OcHoBHbBIE H3AaAHUS

1. Opranmszauusi ceTeBoro anMuHucTpupoBaHus: yueOnuk / A M. bapanumkos, ILA.
bapanunxos, A YO. I'pomos, O.A. JlomreBa. — Mocksa: KYPC: UH®PA-M, 2024. — 384 c. -
ISBN 978-5-906818-34-8. - Tekcrt: 3JI€KTPOHHBIM. - URL:

https://znanium ru/catalog/product/2096066 (narta obpamenusi: 01.03.2024). — Pexum mocryma:

11O TIOATIUCKE.

1.2.2. DnexkTpoHHBbIe H3AaHHUsI (3JIeKTPOHHBIE pPecypchl)
1. I'aunenko, . I'. Texuonorus pa3paboTku MpOrpaMMHOTO oOecrieueHus: yaeOHoe mocodue
s cpenHero npodeccuonanpHoro obpasosanust / WM. I'. I'nupenko, @. @. Ilasnos, . IO.
®enopos. — 2-e u3n., nepepad. u gorn. — Mocksa : Mznarenscto HOpaiit, 2024. — 248 c.

— (IIpogeccuonanpHoe obOpasoBanme). — ISBN  978-5-534-18131-9. — Tekcr:
snekTponubii  //  OOpasoBatenbHas — mmatgopma  FOpaidt  [caiitr] —  URL:
https://urait.ru/bcode/539215 (nara obpamenus: 12.03.2024).

2. T'ocres, U. M. OrnepalliOHHBIE CHCTEMbI. YYeOHUK W TPAKTHKYM JJIsi CPEIHErO
npodeccronanpHoro odpasosanust / 1. M. T'octeB. — 2-e m3n., ucnp. u gomn. — Mocksa :
Wzparenscto KOpaiit, 2024. — 164 ¢. — (IIpodeccuonanbroe odpazosanue). — ISBN 978-
5-534-04951-0. — Texct: snextponnsbiii / Obpa3osarenvHas iargopma KOpait [caiit]. —

URL: https://urait.ru/bcode/539078 (nata obpamenus: 12.03.2024).

3. Kazapun, O. B. OcHoBBI nHpOpMALMOHHOH 0€30MacHOCTH: HAAEKHOCTh U OE30MacHOCTh
nporpaMMHOro obecnedeHus:: y4deOHOe mocodue ansi CpemHero MpodeCCHOHAIBHOTO
obpazosanusi / O. B. Kazapun, W. b. lllyounckumii. — Mocksa: M3narenscTso FOpaiit, 2024.
— 342 c¢. — (IlpodeccuonanpHoe obpaszoBanue). — ISBN 978-5-534-10671-8. — Tekcr:
snekTponnbii  //  OOpasoBatenbHas — mmatgopma  FOpaidt  [caiit]. —  URL:
https://urait.ru/bcode/542339 (nara obpamenus: 12.03.2024).

4. Kazapun, O. B. IIporpamMmHoO-anmapaTHble CpPeACTBA 3alIUTHl HHPOPMAIUU. 3aIiuTa
MPOrPaMMHOTO o0ecrieueHrst: yu4eOHHUK M MPAKTHKYM Ui CPeAHero mnpodeCCHOHATbHOrO
obpazosanus / O. B. Kazapun, A. C. 3a0a0ypun. — Mocksa: M3natensctso FOpaiir, 2024.
— 312 ¢. — (IlpodeccuonanvHoe obpaszoBanue). — ISBN 978-5-534-13221-2. — Tekcr:
snekTponnbii  //  OOpasoBatenbHas — mmatgopma  FOpaidt  [caiit]. —  URL:
https://urait.ru/bcode/543631 (nara obpamenwus: 12.03.2024)
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. JlurBunckas, O. C., AnMuHHCTpHpOBaHHE UH(OOPMALIMOHHBIX pecypcoB. yuedHoe mocodue /
O. C. JlutBunckas, JI. A. Bacun. — Mocksa: KnoPyc, 2024. — 227 ¢. — ISBN 978-5-406-
12343-0. — URL: https://book.ru/book/951856 (mata obpamenus: 12.03.2024). — TekcrT:
3JIEKTPOHHBIM.

. Opranmsauusi cereBoro aaMHHUCTpupoBaHus: y4yeOuuk / AWM. bapanumkos, ILA.
bapanuukos, A 1O. I'pomos, O.A. JlomreBa. — Mocksa: KYPC: MH®PA-M, 2024. — 384 c.
- ISBN 978-5-906818-34-8. - Texkcer: 3JIEKTPOHHBIMN. - URL:
https://znanium ru/catalog/product/2096066 (mata obpamenusi: 01.03.2024). — Pexum
JOCTYIIA: 11O TIOATIHCKE.

. Muros, B. H., Baenpenue nundopmannonnsix cucreM: yuedHoe nmocodbue / B. H. Illutos. —
Mocksa: KnoPyc, 2024. 341 c. ISBN  978-5-406-12424-6. URL:
https://book.ru/book/952297 (nata obpamenus: 12.03.2024). — TekCT: 3ME€KTPOHHBIH.

. ITuros, B. H., YcrpoiicTBo u pyHKIMOHUpOBAaHHE HHPOPMALTMOHHON CUCTEMBI: y4eOHUK / B.
H. IIlutoB. — Mocksa: KnoPyc, 2024. — 333 c¢. — ISBN 978-5-406-12882-4. — URL:

https://book.ru/book/953436 (nata obpamenus: 12.03.2024). — TekCT: 3J€KTPOHHBII.

4. KOHTPO/JIb H OLIEHKA PE3YJ/IbTATOB OCBOEHHUA ITPOOECCHOHA/IBHOI' O MOAYIIA

Kon u HaumeHoBaHIE
IIK n OK,
bopMupyemMbIx B
paMKax MOAYJIsA

Kpurepun oneHkn

Mertonb! onieHku

IIK 2.1. ITpunumats
MEpBI 110 YCTPAHEHUIO
cOoeB B OnepaoHHbIX
crcTeMax

IIK 2.2.
AJIMUHUCTPUPOBATH
CEeTeBbIE PECYpPCHI B
OTlepaLMOHHBIX
cUCTeMax

IIK 2.3. OcymecTBisTh
cOOp MaHHBIX AJIst
aHam3a
UCTIOJIB30BAHUS U
(YHKIIMOHUPOBAHUS
NPOTrPaMMHO-
TEXHUYECKHX CPENICTB
KOMIIBIOTEPHBIX CETEN

IIK 2.4. OcywmecTBisATh
NPOBEIEHHE
OOHOBJIEHHSI
POrPaAaMMHOTO
obecrieueHust
OTEPAIMOHHBIX CHCTEM
U TIPUKJIATHOTO
POrPaAaMMHOTO
obecrieueHust

IIK 2.5. OcywmecTBisTh
BBISIBJICHUE U

Onpenenenue
poeCCUOHATTLHOM 3a1a4H 1
OTariOB €€ BBINTOJIHCHUA

D¢ PexTuBHBIT TOUCK
UH(POPMALIUU IJIST PELICHHUSI
poeCCUOHANTLHOM 3a1a4H

Onpenenenne pecypcoB IJIst
pemeHust mpodeCCUOHATTLHOM
3amadu

OLueHKa «OTJIMYHOY -
TEXHUYECKOE 3a/IaHHE
POaHATHU3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aIaHUI0 U
oopmITeH B COOTBETCTBUU CO
CTaHIapTaMH, TIOSICHEHBI €10
OCHOBHBIE CTPYKTYPBL.

O11eHKa «XOPOIIOY» -aJIrOPUTM
pazpadoraH, opopmiieH B
COOTBETCTBHUH CO CTAHIAPTAMHU
U COOTBETCTBYET 3a1aHHIO,
TIOACHECHBI €10 OCHOBHBIC

CTPYKTYPBL

Dx3ameHn/3aueT B popme
cobecenoBaHus:
NPaKTHYECKOE 3aaHUe 10
MOCTPOEHHIO AJTOPUTMA B
COOTBETCTBHHU C
TEXHUYCCKUM 3a1aHUEM

DKCnepTHOEe HaO IO IeHUEe U
OLIEHKa Ha JJabopaTopHO -
NPaKTUYECKHUX 3aHATUSX, TIPU
BBITIOJTHEHUH PadoT 1o
yueOHOH u
MPOU3BOACTBEHHON
paKTHKaM

3amuTa OTYETOB 1O
MPAKTUICCKUM U
nabopaTopHbIM paboTam

Hutepnperanus pe3yabTaToB
HaOIrOIeHUH 3a
IeSATENIbHOCTBIO
oOyHdaroimerocs: B mporecce
ocBOeHUs1 0Opa3oBaTeIbHOMN
POTrPaMMBbI
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yCTpaHEeHHe
WHIUIEHTOB B
nporiecce
(YHKIIMOHUPOBAHUS
OMEPAIMOHHBIX CUCTEM

O1eHKa «yI0BJIETBOPUTETHHOY
- aNITOpUTM pa3padoTaH U
COOTBETCTBYET 33/I1aHUIO.

OK 01. Beibupatb
CHOCOOBI peLIeHuUs
3a1a4
poheCCHOHATTLHOM
IeSTeIbHOCTH
NPUMEHUTEIBHO K
Pa3TUUHBIMU
KOHTEKCTaM

ITonGop BapuaHTOB perneHus
KOHKPETHOM
poeCCUOHANTLHOM 3a1a4H
WU IpoOIeMBbI

OrueHka MOJHOTHI MePEeUHs]
NoJ00PaHHBIX BAPHAHTOB

OK 02. Mcnonb3oBaTh
COBPEMEHHBIE CPEACTBA
MOUCKA, aHAJIN3a U
UHTEPIpPETaluu
uHpopMauuy, u
UH(POPMALIMOHHBIE
TEXHOJIOTUH TSI
BBIMOJIHEHUS 337124

JIeMOHCTpanys HaBbIKOB
UCIIOJb30BaHUs
UH(OPMALIMOHHBIX MOPTAJIOB B
cetu MHTepHeT, BKIIIOUas
opunmanbHbIe
UH(POPMALIMOHHO-TIPABOBBIC
MOpTAaJbI

OrueHka MOJHOTHI MePEeUHs]
NoJ00PaHHBIX BAPHAHTOB

poheCCHOHATTLHOM

JEATEJIbHOCTH

OK 03. IInanupoBatb u | JleMOHCTpanusi UHTEpeca K VYuacTue B MEPONPUATHSIX
peanu3oBbIBATH BBIOPAHHOW CHENUANTBbHOCTH, K | (OJMMITHA/BI, KOHKYPCHI
cOOCTBEHHOE WHHOBAL[HOHHBIM TEXHOJIOTUSAM | MPOPECCHOHATBHOTO

npoheCCHOHATIBHOE U
JMYHOCTHOE Pa3BUTHE,
NpeAnPUHIMATEIbCKYIO
IesITeIbHOCTD B
poheCCHOHATTLHOM
cepe, UCTIOTB30BATH
3HAHUSA 110 IPABOBOU U
(buHAHCOBOM
I'PAMOTHOCTH B
Pa3NIUYHBIX KU3HEHHBIX
CUTYaIHsIX

B oOsactu npodeccroHanbHON
JesITeIbHOCTH

MacTepCTBa, CTAXKUPOBKH U
ap.), MPOBOJUMBIX KaK
o0pa3oBaTebHbIM
3aBeeHHEM, TaK U
BEYIIUMH TPEATIPUSITUIMHU
OTpacyiu

OK 04. O¢ppexruBno
B3aUMOJICHCTBOBATh U
paboTaTh B KOJUIEKTUBE
U KOMaHJe

JIeMOHCTpUPOBATh HaBbIKU
MEKIIMYHOCTHOTO OOIIEHHSI C
coOumoIeHneM OOIIENPUHSTHIX
NPaBUJI CO CBEPCTHUKAMH B
00paszoBaTeNbHOM TPyIIE, C
NPENoJaBaTeIIsIMA BO BPEMST
o0y4eHus1, C pyKOBOAUTESIMU
MPOU3BOACTBEHHON NPAKTUKU

DKCnepTHOE HAO IO IeHNE
IIOBEOACHYCCKUX HABBIKOB B
xone oOyueHust

OK 05. OcyiecTBasiTh
YCTHYIO U TUCBMEHHYIO
KOMMYHHKAITHIO Ha
roCyIapCTBEHHOM
si3bike Poccuiickom
denepanny ¢ y4eTOM
ocobeHHOCTe

JleMOHCTpalusi HaBbIKOB
rpPaMOTHOH YCTHOH U
MUCbMEHHON pedn

DKCnepTHOE HAO IO IeHNE
HaBBIKOB YCTHOTO U
MUCBMEHHOTO OOIIEHUS B
xoje oOydeHus
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COLIMAJILHOTO U
KyJIbTYPHOT'O KOHTEKCTA

OK 06. IIposBasaTh
IPaKOaHCKO-
MAaTPUOTHUYECKYIO
MO3ULIMIO,
JE€MOHCTPHUPOBATH
OCO3HAHHOE MOBEICHNE
Ha OCHOBE
TPAgULUOHHBIX
POCCHICKUX AYXOBHO-
HPaBCTBEHHBIX
IIEHHOCTEH, B TOM
YHUCJIE C YYETOM
rapMOHU3ALUN
MEKHALMOHAIbHBIX U
MEKPEJIUTHO3HBIX
OTHOLIEHUMN, TPUMEHSATH
CTaHOapThI
AHTUKOPPYINLILOHHOIO
MOBENEHUS

DopMHUpPOBAaHHE YYBCTBA
MaTPUOTU3MA,
rPa’KIaHCTBEHHOCTH,
YBOKEHUS K TAMSITH
3amuTHUKOB OTeuecTra 1
noxnsuram ['epoes OteuecTna,
3aKOHY W MPABOTIOPSIZIKY,
YEJIOBEKY TPYyAa U CTapIIeMy
MTOKOJICHHIO;

B3aMMHOT'O YBa>XCHUS,
OepeKHOTO OTHOIICHHUSI K
KYJIBTYPHOMY HACJIEAUIO U
Tpaauuusm
MHOTOHAIIMOHAJILHOT'O Hapoa
Poccuiickoit @enepanuu;

HETEPIUMOCTH K
KOPPYILUOHHBIM
MIPOSIBJICHUSIM

VYuacTue B MEPONPUATUSIX
MaTPUOTHYECKON
HaIPaBJIEHHOCTH, B
MIPOBEICHUN BOCHHO-
CIIOPTUBHBIX UTP; y4acTHe B
porpammax
AHTUKOPPYNLIUOHHON
HaIPaBJIeHHOCTH

OK 07. ConeiicTBOBaTh
COXPaHEHHIO
OKPY>KaroIleu Cpenpl,
pecypcocOepeKeHHro,
NPUMEHSITh 3HAHUS 00
U3MEHEHUU KJIMMAaTa,
TIPUHITUITBI
OepeITUBOro
NIPOM3BOJICTBA,

3¢ dexkTuBHO
NeCTBOBATH B
YPE3BbIYANHBIX
CUTYaIHsX

dopmupoBaHue OepeKHOTo
OTHOIICHUS K IPUPOAEC U
OKpY’Karollen cpeae

DKCnepTHOE HAO IO IeHNE
J€MOHCTPAIMK HABBIKOB
COOITIOICHHST TTPABHIT
5KOJIOTUYECKOM
0€30MacHOCTH B BEICHUU
npoheCCUOHATTLHOM
NesITeIbHOCTH,
(hopMHUPOBaHIE HABBIKOB
3¢ PeKTUBHBIX NeWCTBUI B
YpEe3BbIUANHBIX CUTYAIHSIX

OK 08. Ucnonb3oBath
cpencTBa (pU3UIECKOM
KYJBTYPBI 15T
COXpaHEHHs U
YKpeIJIeHUs: 3J0POBbsI B
nporiecce
poheCCHOHATTLHOM
NEeSITeTbHOCTH U
NOJIePIKaHUS
HEOOXOIUMOT0 YPOBHS
buzmueckoi
MIOJTOTOBJICHHOCTH

dopmupoBaHue OepeKHOTo
OTHOLIEHHS K 37I0POBbBIO

VYyacTue B CHOPTUBHBIX
MEPOTIPHUSITHSIX, TPOBOTUMBIX
o0pa3oBaTebHbIM
yupexkIeHHeM; BeIeHUe
310pOBOro 00pasa JKU3HH

OK 09. Ilonp3oBarbCest
poheCCHOHATTLHOM
NOKyMEHTaLuel Ha
rocy1apCTBEHHOM H
WHOCTPAHHOM SI3BIKaX

JleMOHCTpanusi yMEeHUsI
COCTABJISITh TEKCTHI
IOKYMEHTOB, OTHOCSIIIIUXCS K
npo¢heCCHOHATTbHON
AESITeIbHOCTH, HA

DKCIepTHas OLIEHKA
COOITIOICHHST TTPABHIT
COCTaBJIEHUS! TOKYMEHTOB
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roCyJapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX
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